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1 Electronic Evidence Enrolment 

1.1 Introduction

CypheRix has developed a system for the enrolment of electronic evidence with allows users to enrol voice recordings and any file based electronic information.  

This document seeks to give a technical insight into design issues and techniques that are desirable for an Evidence Enrolment System from a evidential perspective.

The middle section will introduce CypheRix’s Evidence Enrolment technology and introduce how we have met the design requirements.

The paper will conclude with some examples of possible uses for such electronic evidence enrolment systems.

1.2 Required Properties

Users of Evidence Enrolment Systems require certainty that evidence enrolled using such a system will stand up in court to the multiple technical and legal challenges that are bound to arise in cases of high value or profile.  

Hence such a Electronic Evidence Enrolment System should offer users the following features:

a. Use well-known (and trusted) cryptographic algorithms to digitally sign information. For evidential purposes algorithms have been extensively reviewed by the cryptographic community must be used. Algorithms, like good wine take time to become mature. 

Clearly Public Key cryptography is the heart of any such system. For evidential purposes RSA is still the most tried and tested algorithm.

b. The system must take into account modern electronic analytic methods that allow cryptographic keys to be determined by invasive and non-invasive methods. If cryptographic signing keys are compromised at any stage of the equipment’s lifecycle any evidence enrolled by the equipment is potentially seriously compromised.

c. The system must allow an irrepudiatable method of generating and updating signing keys to protect the evidential properties of the enrolled evidence. 

Enrolment systems that make use of static signing keys suffer from an inherent inability to prove that their signing keys have not been compromised. This seriously reduces their evidential qualities.

d. The ability to enrol information in remote places when the enrolment system is off line.

e. The ability to show that all information is original and has not been tampered with where the enrolling entity owns the enrolment system.

f. The time and date used for the time stamping must be well controlled. Time and date updating must only be done by authorised users in well-controlled circumstances, operators of the equipment must not be able to set the date and time. 

g.  The method of evidence enrolment must have a method of clearly showing the sequence information was enrolled. Hence even if the time is lost the sequence of enrolment is retained.

1.3 Cypherix Evidence Enrolment Properties

The Evidence Enrolment System has following features:

1.  Each enrolment session uses a freshly generated ‘One Time’ 1024 bit RSA key pair (see more detailed explanation below) to certify (create a digital signature) both the audio recording and the electronic files submitted to it. Each data element will receive it’s own certificate signed with the newly created RSA signing key.

2. At the end of the session the RSA secret key (RSA secret exponent) is deleted. This locks all information certified, as without the secret key one cannot change the certificates. Hence there is no Secret RSA exponent to attack. 

Others have to try and show that it is difficult to find the key. We can easily prove to non-technical (legal) people the strength of our products. We all know it is difficult to defend a static target. 

We were successful four years ago in extracting a 128-bit AES secret key using a variation of Differential Power Analysis from a 0.35 micro smart card. We determined some 86 bits using power analysis and determined the rest by a brute force attack that took a single PC one weekend. If the key is static it can be found given enough time, money and interest.

Our product can operate completely off line. Once the session is complete the evidence is enrolled.

3. In a session the same One Time RSA key (A File Level RSA Key Pair in our system) is used to sign both the audio stream and any electronic files submitted. Hence it can easily be shown that all the information was enrolled during the same session.

4. The Evidence Enrolment System has been designed to withstand the most invasive technical attacks yet be simple enough to be explained to non-technical people. This will allow the owners of the system to show to the world that they have not changed any electronic demographic information on their system or databases without entering in to complex explanations of the entire system, audit trails and database security.

5. As the Evidence Enrolment Device (in this case a Certified Audio Recorder with USB file signature) will generate certificates for each of the required data types. This will allow the separate data types to be extracted from the completed Form and sent to separate databases should this be required.

6. If required the Enrolment Device can encrypt the information certified. The Device will create a new 128-bit AES session key for each session. This will be used to AES encrypt the all information enrolled (both audio recordings and submitted data files) should that version of Device be chosen. At the end of the session the Device deletes the AES session key so the Device cannot be used to decrypt the files, only the assigned Local Controller or Master Controller can do so. The currently assigned Local Controller can decrypt the encrypted data. Post decryption the data and certificates are available in the normal way for validation of the data.

7. All RSA secret keys are generated up the device that uses it. There is no passing of secret information during personalisation.

8. A unique 2 out of 3 Cryptographic Token arming system for the control of the Evidence Enrolment devices. As more than one party has to be present in order to arm the security tokens (which are then used for assigning the Evidence Enrolment Devices to Local tokens and for setting the Sequence Level Keys and date and time).

9. Large RSA key sizes. The One Time RSA File Level Key pair's modulus is 1024 bits. The more senior keys are 1600 or 1536 bits.

2 System Component Description

This section gives an introduction to the data enrolment strategy proposed and the CypheRix Evidence Enrolment System elements.

2.1 Data Enrolment Overview

The Evidence Enrolment Device will be used to digitally certify all the information (audio and submitted data files) as it is enrolled.

A brief description of the enrolment of electronic evidence is now given:

1. At the start of a session the Evidence Enrolment Device generates a unique Session Index Tag. This Tag will allow all data elements to be bound together and of the validation of the Evidence Enrolment device used at any time in the life of the data being certified.

2. The Evidence Enrolment Devices generates a unique 1024 RSA signing key pair for each session (for clarity this is the same RSA key used to certify the audio stream). The new secret RSA key is used to sign all certificates. At the end of the session the newly generated RSA secret key is deleted. This effectively locks the certificates. This is unique to the CypheRix Evidence Enrolment system and gives users confidence that documents enrolled are not tampered with.

3. If required an audio recording of the session is made. Each three minute chuck of the audio recording has it’s own certificate. Certificates are cryptographically chained together. Should any data loss occur for any reason only a single three minute chuck looses authenticity. 

4. Electronic files will be sent to the Recorder using the USB2 link and certified using the newly generated (One Time) RSA File Level Secret Key. Larger files can be broken into sections if required where each section (or chapter) will receive it’s own certificate.

5. The audio and the submitted files are combined into a single composite file along with all the certificates as described above. A complete Certificate Hierachy is also added to the file to prove the authenticity of the Evidence Enrolment Device right up to the Certificate Authority level.

6. The separate certified components can be extracted from the composite file and sent along with the relevant certificate to separate databases should this be required.

2.2 The Evidence Enrolment Device

The Evidence Enrolment Device is a USB2 interfaced device. 

This device has:

1. An Evidence Enrolment section. This is the section that has the embedded Smart Card and does the data and audio enrolment. The data enrolled is sent from the host PC to the Recorder and the Recorder certified the atomic data. 

2. At this time all information is streamed from the Recorder to the host PC. Provision has been made for an internal SD card for an optional internal back up should this be required at a later time. The current firmware does not support this although it has been structured in such a manner so to facilitate this upgrade.

3. Two microphones. The Microphones will be mounted in the flat surface such as a desk. The system at this time is tailored to use Beyerdynamic MPC22 or MPC23 Acoustical Boundary microphones.

4. An audio interface section. This will be a two-channel audio interface card. This device has a 20Hz to 4KHz audio bandwidth. We use ADPCM as the compression scheme. Currently we sample at 8KHz. ADPCM is not the best compression scheme (32Kbits per second = 16Mbytes per hour) from a bandwidth perspective but it has excellent voice quality. The emotional tone of the conversation is clearly discernable. Our Recorders have been successfully tested for compatibility with Nemosysco voice stress analysis systems.

It should be noted that both the compression algorithm and sample rate can be changed subject to reasonable commercial circumstances.

The block diagram of the device is shown below.
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Figure 1 Block Diagram of the Evidence Enrolment Device

A functional overview of the Evidence Enrolment PCB is given below:

1. The heart of the device is an Atmel Smart Card in chip form. The Smart Card is used for:

a. The signing of all Digital Certificates for documents. These signatures are signed using RSA. The modulus size of the signature is 1024 bits. Each signature will take between one and two seconds.

b. The Smart Card is used to generate all RSA keys pairs used by the Enrolment Device. The Smart Card has an internal, Federal Information Processing Standards 140 (FIPs) certified, random number generator. The random number generator is used for all asymmetric and symmetric key generation. 

c. The Smart Card holds the unique cryptographic identity of the Evidence Enrolling Device.

2. A real time clock. The time is added to all document digital certificates. The time can only be updated by the assigned Local Controller. The time update function is sent as part of the updating of the Sequence Level Key and is cryptographically controlled. It is not possible for a user to alter the time. All the user can do is to reset the time to DOS/Unix time 0 which is 1970.  Please note that this time will role over in 2106.  At present in the audio Evidence Enrolment Device we allow the device to operate in this condition. In the DHA system I propose that we change this feature so that the device will not operate until the time is set. Given that the Evidence Enrolment Devices are normally connected via the network to the Local Controller the time can be updated with in a few minutes in the event of it being lost.

3. The Evidence Enrolment Device will be able to receive data from the Personal Computer at more than 100Kilo-Byte per second on the USB2 interface. Once each data element is available it is immediately sent to the Smart Card for signature. This will reduce the time period between when the current session ends and the next session may begin.

Optionally the audio file may be encrypted (if that option is taken) using the AES symmetric block cipher in custom chain mode.  The rump of the packet will be encrypted using a cipher text stealing technique.

4. The audio section will have a dual CODEC. The Two audio input channels with two microphone inputs each using a separate 3.5 mm audio connector. There will be a stereo headphone monitor point using 3.5mm audio connector. The recorder will support +9V Phantom power for the BeyerDynamic MPC 22 microphones. The audio will be compressed using ADPCM compression. 

At this time the user can select to record, left channel, right channel or the sum of left and right channels. The system can be easily expanded to have 4 audio channels if required. The control protocol has been designed in such a way as to allow the later upgrading of the Evidence Enrolment Device to allow any of the four input channels to be assigned to up to four certified output streams to allow any combination of input channels.

2.3 CypheRix USB Control Tokens

Currently we use USB control tokens to control the Evidence Enrolment System. All RSA secret key cryptographic functionality is done inside the armed USB Control Token.

Three USB Control tokens are married together into a family. The intension of this is that each USB token can be given to a different person for safe-keeping. The USB token on it’s own is useless. One needs to have two of the three members of the USB token family present to do arm (or enable) the Local or Master Control system.

Each Local and Master Control function (as discussed below) has a Secure Data Base that is encrypted using a Super Master Key (SMK). This SMK is shared using a 2 out of 3 share scheme between the family members. Two of the three USB Tokens must be present in order to arm the system as the individual share each token has cannot be used to arm the system.

In the arming process the two tokens check the legitimacy of the other party and only combine their respective share to form the SMK once they are satisfied of the others identity.  The re-combining process results in one of the two USB tokens involved being armed in that the SMK is re-constituted by re-combining the cryptographic shares.

As stated before tokens are married into families of three devices.

The System consists of Master Controller, the Local Controller and the Evidence Enrolment Device itself. The relationship between these three elements is shown in the diagram below:
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Figure 2 The Assignment of and Evidence Enrolment Device to a Local Control Function

2.4 Master Controller

The Master Controller is the Certification Authority and owner of the Evidence Enrolment Devices. The Devices as assigned (or re-assigned) to Local Controllers as operational circumstances dictate. 

2.5 Local Controller

The Local Controller (if the Evidence Enrolment Devices is assigned to it) can perform the following functions:

1. Decrypt the encrypted files (audio and data).

2. Set the Time.

3. Update one of the RSA keys used in the enrolment system (Sequence Level Key).

2.6 USB Token Certification Authority.

USB Control tokens have their own CypheRix Certification Authority and Marriage function. 

It needs to be discussed with DHA if they wish to purchase a USB Control Token Certification Authority. If DHA keeps the all three of the Master USB tokens in a separate place CypheRix cannot access the Master Database.

It is however probable that each customer will wish to purchase their own Token Certification Authority.

3 Example Electronic Evidence Enrolment Systems

The reader is presented with several example Evidence Enrolment of systems. The South African demographic enrolment is given first as this is the application the Evidence Enrolment Devices was developed for.

3.1 Demographic Enrolment 

Electronic demographic information relates to any information that is added to the central databases of the Department of Home Affairs or is used to prove the DHA official or applicants acceptance of the completed form data. This information will include:

a. Demographic Finger Prints (for example 512 DPI unprocessed raw images)

b. Photographs.

c. Signature Capture.

d. Scanned Documents.

e. Fingerprint templates used to prove the enrolling official.

f.  Fingerprint templates of the applicant’s acceptance of the presented Abode form.

g. Audio Recordings.

An enrolment session will consist of the following steps:

a. An audio recording is started immediately the interaction between the official and applicant commences. 

In South Africa we have 11 official languages. The audio recording is seen as an essential part of allowing the applicant to prove what they have said. Hence if an official misunderstands the applicant given the language difficulties this can later be shown to be the case. Also if the applicant later wishes to change their story (for example to try and increase their age to obtain pension, the government has a tool to show the attempted fraudulent practice.

b. A cryptographic session is created for each interaction. Hence a fresh ‘One Time’ RSA signing key is generated. At the same time a fresh 128 bit AES symmetric session key is generated for use in encrypting the composite file.

c. The official identifies themselves verbally.

d. The applicant is requested to identify themselves. Should any supporting documentation be offered each document is scanned and the file is sent to the Enrolment Device for signature.

e. The applicant fingerprints are taken. At this time in South Africa raw images are signed to allow extraction of fingerprint minutiae for multiple systems to occur or to allow later upgrades to other systems.

f. The applicants photograph is taken and sent for signature. 

g. The information verbally collected during the interview is collected in some manner into a record (obviously this will differ from system to system). The information is presented to the applicant for verification. Should the applicant accept the information the applicant is required to present a finger for scanning as proof of this. The official also presents a finger for scanning to prove who has enrolled the information. The data record and both fingerprints are individually signed.

h. The session is now closed which results in the deletion of the new File Level signing key.

As a unique “one Time’ File level RSA key was used to sign all the above elements it is easy to show that they information was all enrolled at the same time. As soon as the session is closed the deletion of the fresh One Time RSA secret key effectively locks all information enrolled in the session.  
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Figure 3 Evidence Enrolment System Overview – Enrolment Flow

The diagram also shows the use of the option of encrypting the composite file for secrecy during transmission. Only the assigned Local Controller (or the Master) can decrypt the composite file.

3.2 Forensic Sciences

Forensic scientists are called upon to analyse information from many different sources. One of the challenges faced by Forensic Scientists is to be able to show that they themselves have not tampered with the evidence they have analysed.

If the information is already in some electronic format the information can simply be sent to the Enrolment Device using the USB2 interface for signature. The file signing capability of the Evidence Enrolment Device is therefore seen as a very useful feature. 

If an audio recording exists on some closed system, such as a tape recorder or cell phone, the recording has to be played by on the capturing device and the microphone on the Enrolment Device can be used to capture the played back recording. 

In both examples the ‘Bag and tag’ method of evidence tracking must be used prior to the electronic capture of either the submitted file or the played back recording.   

3.3 Police Station

It is seen that police would find such a system useful in the following circumstances:

a. To take statements from the general public at a Police Station.

b. To record interrogations.

c. The capture electronic evidence as it becomes available.

d. To allow the use of integrated IT systems to reduce the dependency of paper documents.

e. To solve the lost file syndrome where if the case file is lost or corrupted the case against and individual is weakened or destroyed. Regular, off site electronic backups are much more difficult to access or tamper with.

f. Ease of integration with Courts should they use such a system.

A system similar to the demographic enrolment example can be used. Capturing the fingerprint of the enrolling officer is an easy and uncomplicated method of showing accountability. It this case it is probably best to save storage space and store minutiae.

A mobile version of the system could be used for evidence enrolment in the field. 

Given the need for the police station to access the data locally it is unclear if the composite file should be encrypted.

3.4 Courts

The certification of the audio recording of court proceedings gives immediate and authentic access to them. While it may still be required that a transcript of the court proceeding may still have to be made, the certified audio source acts as the master archive.

Often in court it is required to submit large amounts of documentation. The same advantages as set out for Police use above apply, namely ease of storage and remote backup.
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